1.Notice: Read carefully before connecting to the Internet.

Wireless Authentication

1.1 SSID in academic buildings : AIT, AITsec, and eduroam provide access as
outlined in the table below.

AIT AITSEC EDUROAM
Wi-Fi Login and Web based, Wifi setting, Wifi setting,
Connection Methods login every time login once only login once only
when connecting during setup, auto during setup, auto
connect afterwards connect afterwards
Campus roaming
No Yes Yes
Roaming with other
universities No No Yes
Guest account Allowed Not allowed Not allowed

Recommendation: We strongly advise you not to use the SSID "AIT" because it
will automatically disconnect users if the session is idle exceeding the time period
specified, thus you may need to repeatedly reconnect again.

1.2Password Requirements :

Characters accepted in password: Alphabets (A-Z, a-z), digits (0-9) ,
Password must be at least 8-12 characters long, following special
characters: @ $ " ()—_=!°“~"./\;:<>?

1.3 Identity Verification :

Please visit https://ait-gmail.ait.ac.th and update your name details at least once
for identity verification.

1.4 For Users Who Have Changed Their Password :
After changing your password, Need to forget the old Wi-Fi(SSID), log in at

https://ait-gmail.ait.ac.th (to verify your identity using your new password), and
reconnect to the Wi-Fi (SSID).

If you have an issue please, contact helpdesk(@ait.ac.th Ext, 6082.
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2.How to identify your AIT account before connecting to eduroam and AlTsec
for students and staff

1.AIT Gmail Portal https://ait-gmail.ait.ac.th/

1.1 Put your AIT username (No need Domain).
1.2 Put your AIT Password.

1.3 Check box Update my name detail.

1.4 Sign in.

Username

Password

2y .
AN

~%; I Update my name detail. | <
R

Sign in

Change Password
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Verify information of the AIT username.

2.1 Check boxes agree your username.
2.2 Submit.

=~ AT p)

o
e . v . g
e Asian Institute of Technology

VERIFY PERSONAL INFORMATION

AIT USER INFORMATION

Full name

AIT email

GOOGLE USER INFORMATION

First Name

Last Name

Gmail

Login

UPDATE GOOGLE ACCOUNT PERSONAL
INFORMATION

First Name

Last Name

Your Google account password will be the same as your AIT

mail password. e 2.1

I ﬁGREE. and PERSONAL INFORMATION ARE CORRECT / 2.




3 Confirm and continue.

3.1 Select Continue to your inbox.

A

Your First Name and Last Name should have been
updated.

To verify, you can check in Google My Account
Personal info
https://myaccount.google.com/personal-info?gar=1.

Notice: You might need to re-authenticate with login
sakda@ait.asia and password that is the same with your AIT

Password

Otherwise 3.1

/

Continue to your inbox




3. How to connect SSID eduroam and AlTsec Wi-Fi for Students and staff
Users who have previously connected to eduroam and AITSec , please forget
the network before following the setup guide.

1. Windows

1.1 Press Windows + S or Open Search bar
1.2 Search for Control Panel
1.3 Open Control Panel

& @ Apps Documents Web Settings People Folders Photos

Best match "

| Control Panel
" System

Search the web
Q Control - See more search results
control panel
controller
controller test
control center
Apps
1 Command Prompt
& NVIDIA Control Panel
m Thunderbolt™ Control Center
B Run
Windows Tools

Settings

L e R e et

) Control Panel

v

Control Panel
System

Recent

,",-' Network and Sharing Center
Bs  Windows Defender Firewall
¢ Devices and Printers
Sound
Programs and Features
Power Options
Internet Options
,',-' View network computers and devices
:,-' View network status and tasks
Change what the power buttons do

h Connect to the Internet




2.4 Click Network and Internet

2.5 Click Network and Sharing Center

2.6 Click on Set up a new connection or network

2.7 Choose Manually connect to a wireless network — Click Next

Adjust your computer's settings View by, Category =

24

System and Security

Review your computer’s status

nge account type
Save backup copies of your files with File History

Backup and Restore (Windows 7)

Appearance and Personalization
Network and Internet

View network status and tasks

Clock and Region

Change date, time, or number formats

Faraware and soand

View devices and printers

Add a device

Adjust commonly used mobility settings

Ease of Access
Let Windows suggest settings
Optimize visual display

Q& E\e

Programs

Uninstall a program 2 5

N Y E e

\

g: Network and Sharing Center

View network status and tasks = Connect t¢ a network =~ View network computers and devices

nternet Uptions
Change your homepage | Manage browser add-ons | Delete browsing history and cookies

View your basic network information and set up connections

View your active networks

AlTsec 2 Access type: Internet

Public network Connections: il Wi-Fi (AlTsec) 2 . 6
Change your networking settings /

’E-l Set up a new connection or network |

-t

Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

@ Troubleshoot prablems

Diagnose and repair network problems, or get troubleshooting information.

<« g‘ Set Up a Connection or Network

Choose a connection option

Connect to the Internet
Set up a broadband or dial-up connection to the Internet.

Et. Set up a new network
e SEtUp a new router or access point.

nually connect to

Connect to a workplace
Set up a dial-up or VPN connection to your workplace.

2.7

Cancel




2.8 Put Network Name: eduroam or AlTsec

(must be typed exactly as shown, case-sensitive)

2.9 Choose Security Type: WPA2-Enterprise

2.10 Encryption Type: AES

2.11 Check Start this connection automatically — Click Next
2.12 Click Change connection Settings

- *
€« i} Manually connect to a wireless network
Enter information for the wireless network you want to add 2.8
Network name: eduroam / 2 9
Security type: WPAZ-Enterprise w /
Encryption type: AES
Security 2. 10 Hide characters
tar‘t this connection automatically
[J Connect even if the network is not broadcasting
Warning: If you select this option, your computer’s privacy might be at risk. 2 . 1 1
MNext Cancel

Successfully added eduroam

— Change connection settings 2.12
Open the connection properties so that | can change the settings.




2.13 Click Security
2.14 Choose a network authentication method: Microsoft: Protected EAP (PEAP)
2.15 Click Settings

eduroam Wireless Network Properties *
Connection Security / 2. 13

Name: eduroam

SSID: eduroam

Network type: Access point

Network availability:  All users

Connect automatically when this network is in range

(] Look for other wireless networks while connected to this

network
[ Connect even if the network is not broadcasting its name
(5s1)
eduroam Wireless Network Properties X

Connection  Security
Security type: WPAZ-Enterprise hd

J214 J ;.15

Choose a network authentication method:

Encryption type:

Microsoft: Protected EAP (PEAP) v Settings

Remember my credentials for this connection each
time I'm logged on

Advanced settings



2.16 Uncheck: Verify the server's identity by validating the certificate
2.17 Click Configure

2.18 Uncheck: Automatically use my Windows logon name and password
2.19 Click OK

2.20 Click OK to close all windows

Protected EAP Properties X

When connecting:

[ verify the server's identity by validating the certificate

Connect to these servers (examples:srvi;srv2;.*\.srv3\.com):

2.16

Trusted Root Certification Authorities:

(] AAA Certificate Services

[] Actalis Authentication Root CA |
[:] Certum CA

[] certum Trusted Network CA

[] Certum Trusted Network CA 2

[:] Class 3 Public Primary Certification Authority

[] comoDO RSA Certification Authority 2 1 7

LT S S Y

Notifications before connecting:

Tell user if the server's identity can't be verified

Select Authentication Method:

Secured password (EAP-MSCHAP v2) ~

Enable Fast Reconnect
[ | Disconnect if server does not present cryptobinding TLV
[|Enable Identity Privacy

0K Cancel

EAP MSCHAPvZ2 Properties 2.18 X

When connecting:

C]Autc:matically use my Windows logon name and
password (and domain if any).

2.19

—  2.20

0K




2.21 Select eduroam or AlTsec SSID and Connect.
2.22 Put your AIT username: username@ait.ac.th
2.23 Put your Password.

2.24 Select OK.

<  Wi-Fi

7= eduroam
0]
Secured

Connect automatically

Windows Security
Sign in

User name

@ait.ac.th

Password
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2. Connect on android.

2.1 Select eduroam / AlTsec SSID.

2.2 Put your AIT username: username(@ait.ac.th
2.3 Put your password.

2.4 Select “Don’t validate”

2.5 Select “PEAP”

2.6 Select “MSCHAPV?2”
2.7 Connect.
< eduroam «— 2.1 2
Ieritity 22
@ it.ac th
Fateword -‘--——__-___ 2-3
- ®
24
CA certificate | «—
Dot validate
Auto reconnect O
2.5
EAP method | . —
PEAP
Phase 2 authentication 2.6
MSCHAPYZ _-____,.-—-"“
Anar shentity
1] ® <

2.7
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3. Connect on iPhone.

3.1 Select eduroam / AlTsec SSID.

3.2 Put your AIT username: username(@ait.ac.th
3.3 Put your password.

3.4 Select “Join”.

3.5 Select “trust”

Enter the password for “eduroam”

Enter Password

Username @ait.ac.th

Password

Certificate

Example Server Certificate

14/9/2568 BE, 18:39:57

More Details
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4. Connect on Mac Book.

4.1 Select eduroam / AlTsec SSID.
4.2 Put your AIT username: username(@ait.ac.th

4.3 Put your password.
4.4 Select “OK”.
4.5 Select “Continus or trust”

r—
—_—
Yo"

Enter a name and password for network "AlTsec"

Account Name @ait.ac.th

Password YYYYIrr

Remember this information (]

Verify Certificate

Authenticating to network “AlTsec”

Before authenticating to server "AlT Server Certificate"”, you should examine the
server's certificate to ensure that it is appropriate for this network.

To view the certificate, click ‘Show Certificate"

Show Certificate Canuel Continue
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4. How to forget wifi (SSID)
1. Windows

1.1 Click the Wi-Fi icon on the taskbar.
1.2 Click manage Wi-Fi connections
1.3 Right-click the Wi-Fi network you want to forget (such as eduroam / AlTsec)

1.4 Select Forget.

= &

Manage Wi-Fi connections

AlTsec Bluetooth Airplane mode

n '-I¢ |

Energy saver Night light Accessibility

< Wi-Fi

" AlTsec

Connected, secured

q Disconnect
Disconnect

Properties

Forget




2. On android.

2.1 Open Settings.

2.2 Select to Network & Internet or Connections

2.3 Select Wi-Fi

2.4 Select settings the Wi-Fi network you want to forget(eduroam / AlTsec).
2.5 Select Forget.

Settings
Connections <¢—__ »)
Wi-Fi -+ Bluetooth = SIM manager '

<{ Connections Q

‘ Wi-Fi ‘v\ ©

eduroam 23

< Wi-Fi &

On «©
24 X

Current network

=5 eduroam @
0 Connected

Available networks

=5

~a AlTsec

Auto reconnect «©

2.5

. Vievyore

11 O <



3. On iPhone.
3.1 Open Wi-Fi Settings.
3.2 Select Wi-Fi

3.3 Select settings the Wi-Fi network you want to forget(eduroam / AlTsec).
3.4 Select Forget This Network.

Wi-Fi

Bluetooth
Cellular

Personal Hotspot

Battery

Connect to Wi-Fi, v vailable networks, and
manage settings for joining networks and nearby
hotspots.

Auto-Join o

Username 2000000000000 00000

Password escccscee




4. On Mac Book
4.1 Open Wi-Fi Settings.

4.2 Select settings the Wi-Fi network you want to forget(eduroam / AlTsec).
4.3 Select Forget.
4.4 Select Remove.

Wi-Fi

Known Networks

AlTsec
eduroam

% New_Students

Other Networks

Wi-Fi Settings...

Wi-Fi

= Wi-Fi

Sign in
with your Apple D AlTsec

]
= Wi-Fi
% Bluetooth Known Networks
@ Network
v AlTsec

& Notifications

= eduroam
%) Sound

¢ Focus New_Students

& Notifications .V Auto-Join
eduroam i
%) Sound
Copy Username
€ Focus New_Students Copy Password

R Screen Time Network Settings..

Other Networks Forget This Network...
& General

Forget Wi-Fi Network “AlTsec"”?

Your Mac will no longer join this
Wi-Fi network.

Cancel

If you have an issue please, contact helpdesk@ait.ac.th Ext, 6082.
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